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1 Introduction to TagXplorer

UM11133

TagXplorer is Java-based application allows users to read, analyse, and write NDEF
messages to NXP's NFC tag and smart sensor ICS. TagXplorer provide the user to
perform NDEF Operations defined by NFC Forum on NFC Forum type 2 and 4 tags for
NXP NFC Tag ICs. It is developed using NXP's TapLinx SDK and open Java API.

TagXplorer provide user to perform the NXP proprietary operations on NTAG operations
of NTAG 203, NTAG 21x, NTAG 210y, NTAG 213 TT, NTAG 1’c plus and NTAG 413
DNA.

TagXplorer can be used on Windows and MAC machine.
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2 Getting started with TagXplorer

UM11133

1. Download the TagXplorer.jar file from the link

liJ

tagXplorer

Figure 1. TagXplorer jar File

1. Double-click on the tagXplorer.jar file and application is opened.
2. Read and accept the End-User License Agreement.

e TagXplorer V1003

TagXplorer ¥

END USER LICENSE AGREEMENT

IMPORTANT INFORMATION: THIS END USER LICENSE AGREEMENT (THE “LICENSE”) IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN
ENTITY) AND NXP SEMICONDUCTORS NETHERLANDS B.V., A PRIVATE COMPANY WITH LIMITED LIABILITY INCORPORATED UNDER THE LAWS OF THE
NETHERLANDS, HAVING ITS REGISTERED OFFICE AT HIGH TECH CAMPUS 60, 5656 AG EINDHOVEN, THE NETHERLANDS (“NXP") FOR THE USE OF THE
SOFTWARE AND DOCUMENTATION REFERRED TO IN THIS LICENSE. NXP IS ONLY WILLING TO LICENSE THE SOFTWARE TO YOU ON CONDITION THAT YOU
AACCEPT ALL OF THE TERMS IN THIS LICENSE. BY INSTALLINGOR EXECUTING THE APP "NFC TAGXPLORER BY NXP" (AS DEFINED HEREAFTER) ON ANY DESKTOP
OR DEVICE, YOU INDICATE THAT YOU AGREE TO BE BOUND BY ALL THE TERMS OF THIS LICENSE. IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, NXP
1S UNWILLING TO LICENSE THE SOFTWARE TO YOU; DO NOT DOWNLOAD, INSTALL, USE, OR COPY THE DESKTOP APP ‘NFC TAGXPLORER BY NXP".

1. License. Subject to the terms and conditions of this License, NXP hereby grants you for the term of this License a non-exclusive, worldwide, personal, non-transferable, royalty-free license,
without the right to sublicense, to use the software and documentation, and all upgrades, updates, information and/or other materials relating thereto that NXP may (in its sole discretion)
provide to you under this License (collectively the “NIFC TagXplorer by NXP") in object code executable only form on a single computer controlled by you for the limited purpose of developing
an application and to distribute this application for non commercial or commercial andor revenue generating purposes (the “Authorized Purpose’).

2. License Restrictions. You shall not, and shall not permit any third party to: () use the “NFC TagXplorer by NXP as a stand-alone product. for commercial or revenue generating purposes; (i)
copy, translate, modify or make derivative works of any portion of the “NFC TagXplorer by NXP” (i) rent, disclose, publish, sell, assign, lease, lend, sublicense, market, transfer, distribute or
othenwise provide third parties access to any portion of the “NFC TagXplorer by NXP"; (iv) reverse engineer, decompile or disassemble the “NFC TagXplorer by NXP* or derive or attempt to
derive the source code, algorithmic nature or structure of any object code portions of the “NFC TagXplorer by NXP" (v) use the “NFC TagXplorer by NXP* app to create any product that
‘competes with “NFC TagXplorer by NXP; (vi) otherwise use any portion of the “NFC TagXplorer by NXP" in any manner not expressly authorized in Section 1. Notwithstanding the above, you
are allowed to use and distribute your application with the “NFC TagXplorer by NXP" incorporated therein to third parties to achieve the Authorized Purpose.

3. Ownership. Except for those rights specifically granted in Section 1: () NXP, its affliates and their suppliers reserve all right, title and interest in and to the “NFC TagXplorer by NXP", and (i) no
other express or implied license, right or interest in any patent, patent application, copyright, trade secret, trademark or any other intellectual property right are granted hereunder. This License
does not transfer any ownership interest in the “NFC TagXplorer by NXP". You agree that any feedback provided by you to NXP and any intellectual property rights and other proprietary rights
therein or thereto shall vest in NXP.

4. Confidentiality. The “NFC TagXplorer by NXP" app contains confidential and proprietary information and materials and may include trade secrets. You agree to: () hold the “NFC TagXplorer
by NXP" in confidence, and (i) use the “NFC TagXplorer by NXP~ app only for the Authorized Purpose. You shall notify NXP immediately if you learn of any misappropriation, or unauthorized
use or disclosure of the "NFC TagXplorer by NXP" app.

T O 1 S P e S

Click to Accept.
whotorms | > D)

Figure 2. Accept the EUL terms.

1. Connect the supported reader and application will display list of available readers from
the dropdown.

TagXplorer [ssc ]

Identiv uTrust 3700 F CL Reader 0

Figure 3. Select the supported reader

1. Select the reader, connect to reader and connect to tag
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TogXpIorer Identiv uTrust 3700 F CL Reader 0 - TR
€ Check NDEF € Read NDEF /. Write NDEF | ¢® Format NDEF B Change State =
NTAG Operations
SL.Num. Typeof.. Size Data Preview Date Wri

Figure 4. Connect to reader and connect to tag

2.1 Home screen of TagXplorer

2.1.1 NDEF operations

2.1.2 NDEF operations that can be performed on tag are

» check NDEF (Gives information about Tag type, Access, size etc.)

Read NDEF (Information about Tag IC, CC file, NDEF payload)

Write NDEF (To write various types of NDEF records to tag)

Format NDEF (Formats the tag as NDEF)

Change State (To change the access of the card to read-only or read-write)
 History (Entry of the records used recently).

2.1.3 NTAG operations

Performs the NXP proprietary operations on NTAG cards like mirroring etc.

2.1.4 Show log

Opens log window (logs can be saved in .txt format)
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User manual Rev. 1.0 — 20 June 2018
COMPANY PUBLIC 488210 5/28




NXP Semiconductors U M1 1 1 33

TagXplorer Quick start-up guide

3 NDEF operations

3.1 Check NDEF message

1. Kaleet Resdar Tagxplore[ Identy Trust 3700 F CL Reader 0 ® g < i
2. Connect to Reader ®
4. Choose NDEF Operations
Tag Delais
5. Choose Check NDEF & Details

£ Tag Type: NFC Forum Type 4 Tag
£ NFC data set access: Read & Write
£ NDEF Message size: 28 bytes

£ Maximum Message size: 126 bytes

Figure 5. Check NDEF message

3.2 READ NDEF message

1. Select Reader TagXplorer oot 0P S et gy e ) @ Eom

2. Connect to Reader . R o

3. Connect to Tag e e
4. Choose NDEF Operations -
5. Choose Read NDEF —
6. Click Export ‘
7. Enter the File name ) [y '

8. Click Save, NDEF message will be saved - S e e “

b4

Figure 6. Read NDEF message

3.3 WRITE NDEF message

Allows user to write NDEF message for the below lits:

1. Plain Text

2. URI

3. Vcard
UM11133 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.
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WiFi

Email
Telephone
Geo Location
Launch App

. SMS
0.Bluetooth

200N oA

3.3.1 Write Plain Text Record as NDEF Message

= gl 1004 by 0P e ==
1. SelectReader | TQ X |0|'E|' e
Identiv uTrust 3700 F CL Reager 0 : g Shu)wLog About
2. Connect to Reader g .p y @ @
3. Connect to Tag %
4. Choose NDEF Operations 3
5. Choose Write NDEF
NOEF Message Size(in bytes]:
6. Choose Plain Text i 1
7. Choose Language Test Noumber of NDEF racord(s):
1
8. Enter the data in the available Text
field ) [ ea
9. Click ,Write to Tag”
10.Press OK
it
Figure 7. Write Plain Text Record as NDEF Message
3.3.2 Write URL Link Record as NDEF Message

1. SelectReader

2. Connect to Reader quxP':"er st ine 7001 frgd - Ty ‘®

3. Connect to Tag

Plain Text K +vCare +Telephone +Geo Location +Launch Aj +SMS

4. Choose NDEF Operations ® m!‘m o Loc EEED

5. Choose Write NDEF @ G orvemeseoe

6. ChOOSE URI URL(Website) - mmw‘www. N:mhmmommm[nl

7. Enter Description

8. Enter the URL in the Text field

9. Click ,Write to Tag"

10.Press OK

Figure 8. Write URL Link Record as NDEF Message
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3.3.3 Write Wifi record as NDEF Message

1. Select Reader Tagxplorer identiv uTrust 3700 F €L Reades - B e P
2. Connect to Reader sl it o
3. ConnecttoTa
8 ®
4, Choose NDEF Operations
5. Choose Write NDEF Network SSID: NXP WiFi @
6. Choose WiFi WLAN MAC: 83ed6cAteBSS ®
7. Enter Network SSID Password: . | J
8 EntETWLAN MAC Authentication type: | Open >
9.

Encryption type: None b

Enter Password

10.Click on ,Write to Tag o

11.Press OK

Figure 9. Write WiFi record as NDEF Message
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3.3.4 Write Email Record as NDEF Message

Figure 10. Write Email Record as NDEF Message

1. SelectReader TCIQXP|OI'er Identiv uTrust 3700 F CL Reader 0 & S oisco - ®
2. Connect to Reader ECE & CIIT CEITED G
NTAG Operatiol
3. Connect to Tag ¥
4. Choose NDEF Operations
. Title: Test Email Clear
5. Choose Write NDEF :
Recipient email:*  Test@nxp.com Clear
6. Choose Email
7_ Enter Title Subject: Test TagXplorer Write NDEF Message .
. - o,
8. Enter Receipient email L
9 E t s b, ct f th E ,I Your the first receipient of the email!
. Enter Subject of the Emai

Message: Regards, Clear
10.Enter Content(message) of the Email g Toplink Tean| .
11.Click ,Write to Tag”

12.Press OK

SIS SIS ST

3.3.5 Write NDEF Message to share a Telephone number

1. SelectReader Tagxplore[ deny uTust 3700F CLReader 0 i Dicon-Resder J Discn
2. Connectto Reader
3. Connect toTag i oo
4. Choose NDEF Operations NTAG Operations -
5. Choose Write NDEF v
6. ChooseTelephone Title: NXP Bangalore Office (@
7. Enter Title/ Name
o Destination number:* | +91 80 4024 4000 @
8. Enter Destination Number
9. Click ,Write to Tag"
10.Press OK

Figure 11. rite NDEF Message to share a Telephone number

Chinig | e ] oo |

UmM111
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3.3.6 Write NDEF Message to share GeoLocation

1. SelectReader TQgXpIO[er ety T T0F CLResdr0 o M Dicorct Reader ] Disronec T
2. Connect to Reader
3. Connectto Tag el < ] s 0 JRANBRNGREY 0 | @ s 0
4. Choose NDEF Operations

. +Pla\'nText +URI +vCard +WiF\' +F ail +Te|ephone Geo I ocatior +LaunchApp
5. Choose Write NDEF ® 6
6. Choose Geo Location

- Description: | New Delhi
7. Enter Description
8. Enter Latitude fhE
9. Enter Longitude Longitude:” | 77594 Kl

10.Click ,Write to Tag”

11.press oK S ST T

Figure 12. Write NDEF Message to share GeolLocation

3.3.7 Write NDEF Message to launch an app

1. SelectReader Tagxplorer WentivuTrust 700F CL Reader 0 ° Disco e e | Dcomet T |
2. Connect to Reader
3. ConnecttoTag TTh -
4. Choose NDEF Operations . = : : i
5. Choose Write NDEF CDOaM@mEners .
6. Choose Geo Location
7. Enter Application Package name Aopctonpaagerane: | emplemyapy @)

along with path
8. Click ,Write to Tag”
9. PressOK

0 T T

Figure 13. Write NDEF Message to launch an app
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3.3.8 Write NDEF Message to Send SMS

10.Click ,Write to Tag”
11.Press OK

Figure 14. Write NDEF Message to Send SMS

© ® NSO U P WNRE

Select Reader TOgXplOfel' Ideniv uTrust 3700 F CL Reader 0 ® - g : o
Connect to Reader NDEF Operations : .
Connect to 128 . e
Choose NDEF Operations L
Choose Write NDEF Descrption: Emergency call )

Choose SMS Recipient number: 947 804 7507 ®

Enter Description Call back 1

Enter Receipient no.

Enter Message to send Message: ®

3.3.9 Write NDEF Message to Setup Bluetooth

e ® N U R WNE

Select Reader xplorer dentiv UTrust 3700 F CLReader 0 ° 2 : . : . o
Connect to Reader ~®
Connect to Tag %
Choose NDEF operations Bluetooth NDEF version: | Bluetooth 2.1 .
Choose Write NDEF Device Nome: Test Bluetooth ® B
Choose SMS MAC Address: ACATIRFIABAT .

Device Class: SmartPhone .
Enter Description
Enter Receipient no. [¥] create Bluetooth handover select message
Enter Message to send PR =

10.Click ,Write to Tag”
11.Press OK

Figure 15. Write NDEF Message to Setup Bluetooth

UM11133
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3.4 Format NDEF message

Figure 16. Format NDEF message

NEonoRoWE N e

SelectReader
Connect to Reader

Connect to Tag

Choose NDEF Operations

Click NDEF Format

Click OK on the confirmation message

Click OK on the Success message

Tﬂgxplorer Identiv uTrust 3700 F CL Reader 0 v t Reade ect Tag
@ L
K .

INTAG Operations
CT

en v

Format as NDE!

3.5 Change State

BN e

Select Reader
Connect to Reader
Connect to Tag

Choose NDEF
Operations

5. Click Change State

. Selecteither Read Only

or Read Write

. Click OK on the

Cofirmation message

. Click OK on success

message

Figure 17. Change State

Togxplorer e Tt 00 et - g o

i . €, Check NDEF J§ &, Read NDEF [§ / Write NDEF [§ @ Format NDEF |8 .. 8 History
NTAG Operations

This operation will change the state of tag to Read Only

1" Confirmation

This operation will change the state of tag to Read a

/A Note: Read Only operation s imeversible for Ultrlight and NTAG tags.

UM11133
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P WN PR

o o

Select Reader
Connect to Reader

TagXplorer

Connect to Tag

Choose NDEF
Operations

Click History

Click to Edit NDEF
message

Click to Delete NDEF
Message

Click to Save all NDEF
Messages to CSV File.

Click to Clear History of
NDEF messages

Figure 18. History

Identiv uTrust 3700 F CL Reader 0

B e OO

SLM... Type of Record

1 TEXT_RECORD

2 SMART_POSTER_RECORD
-

3 BLUETOOTH_RECORD

4 BLUETOOTH_RECORD

Size Data Preview

11 {inputText: Test”,"languageCode™"en”, "type™ " TEXT_RECORD","size":11}

Date

g2

ete

2018-06-08 1207:28

—— — = 5
o — - - o
CJU B » Computer » i r)
Organize = - 8 ‘
004 Hard Disk Orives (1)
5 Libanes . RS System (C)
3 Docun 4 G fee of 357 G
o Music | |, Dievices with Removable Storage (1)
= Pctue
- 4
L Lg VD B Dive (D)
- 25 l
Comptt , Network Location (1
o anss e ‘
Flename |
Sove s type [C Bl (e} -
= Hide Folders o] [ome ‘

~|Wersi.. 2018-06-08 1212:10

npu... 2018-06-08 12:07:45

ersi.. 2018-06-08 1207:57

NN MON 3

@ mem

s =n
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4 NTAG operations

4.1 How to get the version of the NTAG cards

1. SelectReader Tugxplorer Identiv uTrust 3700 F CL Reader 0 -
2. Connect to Reader = ® @ ®
NDEF Operations " —
NTAG203 NTAG210u )] NTAG213 TT [ NTAGRC Plus ) NTAG413 DNA || Mirroring F
3. Connect to NTAG Tag e R v Y e A R
4. Choose NTAG Operations ® Eoerin Erontie
0
5. Choose NTAG21x » Vendor: NXP Semiconductors
. - » Product Type: NTAG 1
6. Click, Get Version” » Tag Name : NTAG 216 2
» Product Sub Type: S0pF 3
7. Press OK » Major Product Version: 1 4

» Minor Product Version: VO

» Storage Size: 888 bytes

» Protocol Type: ISO/EC 14443-3 Compliant

» Get Version Response [HEX]: 0x0004040201001303

w

- -

Figure 19. How to get the version of the NTAG cards

Note: Above steps are the same to get the version of NTAG 21x, NTAG 210u, NTAG 213
TT, NTAG I°C plus and NTAG 413 DNA cards.

4.2 How to set password for NTAG cards*

1. SelectReader Tagxplorer Identiv uTrust 3700 F CL Reader 0 -
@ @ 3

2. Connect to Reader

NTAGELB NTAG?IUU NTA6213 1A NTAG]ZC Plus NTAG#B DNA Mirroring F
3. Connect to NTAG Tag &
4. Choose NTAG Operations ® > Getversien 2t

@ rassword 0
5. Choose NTAG21x 1
6. Click Password setpaswod @) 2
7 SE|EC‘t Set Passwo rdn New Password New Password Ack j

Lot n
8. Enter New Password 00000000 @ e & 2
6

9. Enter New Password Acknowlegement w .

10.Click ,,Set Password“

Figure 20. How to set password for NTAG cards

Note: Above steps are the same to get the version of NTAG 21x, NTAG 213 TT and
NTAG I°C plus cards.
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4.3 How to authenticate a card if card is already password protected

1. SelectReader Ta X Iorer Ideniv uTrust 3700 F CL Readier 0
9Ap B e o
2. Connect to Reader .
s J o Y czc s L asom P

3. Connect to NTAG Tag ® v
4. Choose NTAG Operations b oo Do

.’asswurd 0
5. Choose NTAG21x 1
6. Click Password Authentiate (@) 2
7. Select,, Authenticate” Current Password Current Password Ack :
8. Enter Current Password s & 5

6

9. Enter Current Password Acknowlegement :

10.Click ,,Authenticate”

Figure 21. How to authenticate a card if card is already password protected

Note: Above steps are the same to get the version of NTAG 21x, NTAG 213 TT and
NTAG IC plus cards.

4.4 Change a password for NTAG cards*

1. Select Reader Tagxplorer Identiv uTrust 3700 F CL Reader 0 ® ~ ® ®
2. Connect to Reader
NTAG203 NTAG210u NTAG213 TT NTAGI2C Plus NTAGA413 DNA Mirroring
3. Connectto NTAG Tag @ 5
. Versi Page N
4. Choose NTAG Operations Sulslerion Rl
v P'uord 0
5. Choose NTAG21x 1
6. Click Password Change Password @) 2
3
7 4 Select "change Password“ Current Password Current Password Ack i
8. Enter Current Passwordand Password E 5
AC knOWlEgement New Password New Password Ack 5
7
9. Enter New Password and Password @ :
Acknowlegement
3

Change Password
10. Click ,Change Password”

Figure 22. Change a password for NTAG cards

-
o

Note: Above steps are the same to get the version of NTAG 21x, NTAG 213 TT and
NTAG I°C plus cards.
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4.5 Remove a password for NTAG cards*

; 6
10.Click ,,Remove Password" )

Figure 23. Remove a password for NTAG cards

O 0 N RN R

Identiv uTrust 3700 F CL Reader 0 v
Select Reader TGgXp|OI'er Py & @

Connect to Reader -
NDEF Operations — s
NTAGZ] NTAG210u )] NTAG213 TT )| NTAGI2C Plus | NTAG413 DNA | Mirroring
Connect to NTAG Tag =3 NTAGI0 NTHGaCPus
a

Choose NTAG Operations » GetVersion Page No
Choose NTAG21x @rzssvord 0

1

Click Password
Remove Password i 2

Select ,Remove Password” .
Current Password Current Password Ack
Enter Current Password 4

Enter Current Password Acknowlegement ® @ 5

Note: Above steps are the same to get the version of NTAG 21x, NTAG 213 TT and
NTAG I°C plus cards.

4.6 How to read Signature of NTAG cards

Noeotnom W Ne

Figure 24. How to read Signature of NTAG cards

Select Reader Tchplorer identiv uTrust 3700 F CL Reader 0 & - & &
Connect to Reader °
Connect to NTAG Tag ® > Getversion Page No
. » Password 0
Choose NTAG Operations - 1
.s.gnature
2
Choose NTAG21x S R
C| ICk Signature AFD272F651AAABF7DF23D8D51CEEBSCACAAE20AED DOCIODEOS2F4B 4
5
Click ,,Read Signature” and Signature of .
N N r
the card is displayed . .
04494E1A386D3D3CFE3DC10ESDEGBA499B1C202DB5B132393E89EDL 9
10
Start Address | -Select-
Above mentioned public key is provided by NXP

Note: Above steps are the same to get the version of NTAG 21x, NTAG 210y, NTAG 213
TT, NTAG I°C plus and NTAG 413 DNA cards.
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4.7 How to perform Originality check for NTAG cards

1. SelectReader TagXplorer
2. Connect to Reader
3. Connect to NTAG Tag ®
4, Choose NTAG Operations

5. Choose NTAG21x

6. Click Signature

7.

Click ,Verify Authenticity” and
confirmation will be displayed.

Identiv uTrust 3700 F CL Reader 0 . = . .
NTAG203 NTAG210u J§ NTAG213 TT | NTAGIZC Plus | NTAGA13 DNA
» GetVersion Page No
» Password 0
OSignatule o
2
Signature 3
4
AFD272F651AAABFTDF23D8D51CEESSCACAAE20A6DD0CI0DEDS2FAB
5
Read Signature 6
7
Public Key 8
04494E1A386D303CFE3DC10ESDEESA499B1C202DB5B132393E89ED1 9

10

Start Address | -Select-

Verify Aushenticity
Above mentioned public key is provided by NXP

Figure 25. How to perform Originality check for NTAG cards

Note: Above steps are hte same to get the version of NTAG 21x, NTAG 210y, NTAG 213
TT, NTAG I°C plus and NTAG 413 DNA cards.

4.8 How to check NFC Counters for NTAG cards

1. SelectReader TagXplorer
2. Connect to Reader
3. Connect to NTAG Tag ®
4, Choose NTAG Operations

5. Choose NTAG21x

6. Click Signature

Z:

Click ,Verify Authenticity” and
confirmation will be displayed.

Figure 26. How to check NFC Counters for NTAG cards

Identiv uTrust 3700 F CL Reader 0 =

NTAG203 NTAG210u J] NTAG213 TT | NTAGI2C Plus [| NTAG413 DNA
» GetVersion Page No
» Password 0
.Signa[ule .
2
Signature 3
4
AFD272F651AAABFTDF 23D8D51CEERSCACAAE20A6DDOCIODEDS 2F4B
5
Read Signature ]
7
Public Key 8
04494E1A386D3D3CFEIDC10ES DEGBAII9B1C202DB58132393E89ED1 9

10

Start Address | -Select-

Verify Authenticity
Above mentioned public key is provided by NXP

Note:

1. Above steps are the same to get the version of NTAG 203, NTAG 21x, NTAG 213 TT

and NTAG 413 DNA cards

2. NFC Counter needs to be enabled in order to display counter value from the User

configuration.
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4.9 How to Lock and Block Lock Bytes for NTAG cards

1. Select Reader TGgXp'OI'eI’ Identiv uTrust 3700 F CL Reader 0
@ &
2. Connect to Reader L]
y —
3. Connect to NTAG Tag ® b HECcountes ;
® Locksits .
4. Choose NTAG Operations S :
5. Choose NTAG21x Lock Page: 6
. BL9-4 | | BL15-10 | | Lock OTP i
6. Click Lock Bytes Q. @ o 06 01 Z
7. Click ,Read” button and Lock Page details 08 0 10 1 10
are displayed. 12 13 1 15 Start Address |
8. Selectthe byte to be locked and click = @ @
#Write” button  Dynamic Lock
. (16-31) (32-47) (48-63) (64-79)
9. Once the page is locked, byte becomes i oot 2o PN

non-editable.

Figure 27. How to Lock and Block Lock Bytes for NTAG cards

Note: Above steps are the same to get the version of NTAG 203, NTAG 21x, NTAG
2104, NTAG213 TT and NTAG 1°c plus cards.

4.10 User configurations available for NTAG 203

1. SelectReader quxplorer WU TOSL T Lttt g i Discone -

2. Connect to Reader

el (D (T (e (D D

NTAG21x [ NTAG210u [ NTAG2I3TT | NTAGIZC Plus | NTAGA13 DNA

4. Choose NTAG Operations @

5. Choose NTAG203 v b lockbis Page o

6. Click User Configuration @ Use confgution 0
e 1

7. gg:)e]_rt?ﬁ;p;tlal counter value between Counter Value Increment Value [HEX] )

8. Click,, Initial Counter*. @ i - 3

9. Click,Increment Counter”

10.Now Click ,,Read Counter” and check
incremented value is displayed.

Initialize Counter Increment Counter 4

Figure 28. User configurations available for NTAG 203
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4.11 User configurations available for NTAG 21x

1. Choose the Segment Protection either Writer or Read/Write ¥ User configuration
2. Choose the Page Protect startaddress from 00h to card max size SEgnentEomion @ v .
3. Choose Mirror page start address
Page Protect Start Address @ 227 (E3) ~
4. Choose Mirror byte startaddress
5. Choose Mirror Configuration from the following below: Mirror Page Q 0 (00) v
. No Mirroring
. UID Mirroring Mirror Byte s w -
. NFC Counter Mirroring . ) . —
Mirror Configuration @ No Mirroring
. UID & NFC Counter Mirroring
6. To enable or disable NFC Counter Password protection NFC Counter PWD Protecgiong
7. To enable or disable NFC Counter Enable NFC Counter 0
8. To enable ordisable Strong Modulation Enable Strong Modulation 0
9. To setthe Negative authentication limit.

N tive Authenticati Limif 00 o
10. To enable Lock user configurations and this is irreverishle kel ‘m‘e

11. Click to Read already Configured card. Lock Above Configuration 0

12. Click to Write new Configuration to card
Read Config

Figure 29. User configurations available for NTAG 21x

Write Config

4.12 User configurations available for NTAG 213 Tag Tamper

1. Choose the Segment Protection either Writer or Read/Write
¥ User configuration

2. Choose the Page Protect start address from 00h to card max size
3. Choose Mirror Configuration from the following below: Segment protection: &wte
No Mirroring

UID Mirroring

Page proction start address: @255 (F) =

12. Clickto Read already configured card. nfig

13. Click to Write new configuration to card

Figure 30. User configurations available for NTAG 213 TT

* NFCCounter Mirroring
« UID & NFC Counter Mirroring Mirror Configuration: GUID. NFC Counter & TT  +
4. Choose Mirror page start address Mirror Page: @9 (09) -
5. Choose Mirror byte startaddress Mirror Byte: & -
6. To enable ordisable NFC Counter Password protection
NFC Counter Pwd F‘rolec\‘edQ
7. To enable ordisable NFC Counter
Enable NFC Counter. @ v
8. To setthe Negative authentication limit.
Negative Auth Limit: OU >
9. To enable ordisable TagTamper Feature
10. ChooseTT Lock from the following below: Enable TT Feature: 0
* Read/Write TT Message T Lock: Oadfwme TT Message -
* TT Message Lock—{Irreversible)
11. To enable Lock user configurations and this is irreverisble Leckaboie m"gwauono

Write Config
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413 How to Get File Settings of NTAG 413 DNA card

1. Click ,,Get/Change File Settings”
2. SelectFile No.

Memory and Configure Management

3. Click ,GetFile Settings. Fl Monsgement
4. Click ,OK*

E104 - 150 Fe i of NDEF e

Data Management

150 7816-4 Support
Oniginality check

Figure 31. How to Get File Settings of NTAG 413 DNA card

NASECHus

Set configuration

(73 - Encipnierea

Z
Access Rights

_____Read Access Key:
=

3

/| SOM Read Counter

SDM Access Rights

SDM Meta Read Access Key.
SDM File Read Access Key:

SDM Counter Ret Access Key:

Mimoring Offset Bytes (integer):

Read/Update Binary

VCUID Offser

%

SDM NFC Counter offset

a1

0 | Changenceesey

Only KeyOx00 has access rights to
Change Settings. At fir_st, We need
authetitatiok With'that key.

pring

- 125

Write Access Key: OF

/| ASCH Encoding Made

OE
00 -
oW -

SDM MAC Input Offset:
s0
SDM MAC Offser:

50

Change File Settings

4.14 Change File Settings of NTAG 413 DNA

Enter previously recorded values for UID Offset...

Counter Offset, ...
Mac Input Offset

MAC Offset

(If MACInputOffset== MAC Offset, the message to be
signed will be NULL; otherwise it will be the hex values
between MACInputOffsetand MACOffset-1)

B owoN e

5. Press,Change File Settings”
6. PressOK

Figure 32. Change File Settings of NTAG 413 DNA

D I e

Mirroring Features

uz - ENCIpRered

Access Rights

Read Access Key: >

Read/Update Binary

v SDM Read Counter

SDM Access Rights

SDM Meta Read Access Key:
SDM File Read Access Key:

SDM Counter Ret Access Key:

Mirroring Offset Bytes (Integer):

VCUID Offset:
24
1
SDM NFC Counter offset:

46
2

128
Write Access Key: 0E -
Change Access Key: 00 -

[ Get il Settigag
5

| VEUID {for mirroring)

| ASCIl Encoding Mode

0E =
[
00 -

SDM MAC Input Offset:

53
3
SDM MAC Offset:

53
4
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4.15 Read Data of NTAG 413 DNA card

Read data from NTAG413 DNA card
1. Click Read/Write Data

2.  Select the File No.

3.  Enter Offset value

4.  Enter Length value and Click
Read

| Security Management Read/Write data
Fete ova o
; 2 @
Memory and Configure Management
Offset:
File Management Length:

Write data to NTAG43 DNA card
1. Click Read/Write Data

2.  Select the File No.

3.  Enter Offset value

4.  Enter Length value

5.  Enter the Valid data in HEX
6. Click on ,Write*

Figure 33. Read Data of NTAG 413 DNA card

Get/ Change File Settings

Note : 150 File ID i used as sebection parameter in place of File Number' for File
Mamagement and Data Management Commands.

D2760000850101 - 1SO DF-Name of NDEF application.

£103 - 50 File id of CC File.

E104 - SO File i of NDEF File.

Data Management

Read NFC Counter

4.16 Personalization example for NTAG 413 DNA

4.16.1 Write NDEF

1. Select Reader

2. Connect to Reader

3. Connectto Tag

4. Choose NTAG Operations
5. Choose Mirroring Features

6. Choose NTAG413 DNA

7. Choose Protocol

8. Enable UID mirror

9. Enable Counter mirror

10. Enable SUN Mirror

11. Enter URL

12. Find and Record Offset Values for UID, Counter and

SUN
13, Press Write to tag”
14. Press OK

Figure 34. NTAG 413 DNA Write NDEF

:gxplorer Identiv CLOUD 3700 F Contactless Reader 0 - 2
3
JYEF Operatis
5
: 5

Description:
Protocal: hittps/ww. W
URI Data:

nta13, (om!’m\;‘HD :UC(J(‘OUDUDU{JODDB(NVC?ZK 000000x00000
Supported mirroring features: |/ ggid Tag UID

/| gl Interaction Counter
v f‘".ab'e SUN Message

Caleulated offset Index: 7

Procedure to enable mirraring featuse:
*Write NDEF message with URI
* Place the cursor in URI data field where mitroring needs to be enabled.
* Notedown the calculated offset indices{UID offset, Cir offset and Mac offset).
* Change the file setting by providing the respective offesets calculated in previous step

[ (i) oo

* Mac input offset will always be 7"
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4.16.2 Check offset

Identiv CLOUD 3700 F Contactless Reader 0 -

gXplorer
'

Press ,NDEF
Operations*

Press ,Read NDEF*

3 £ Write NDFF I @ Format NDEF [l @ Change State Il O

TagIC Info

NTAG Operat

£IC Typer NTAG 413 DNA
19 Type: NFC Forum Type 4 Tag

© User Memary, 128 bytes

NDEF Payload Info
# Recard #1: URI record * Rocord #1

» Paylondt

 URL: Pt/ e, st 13.c0m/ 2y U1 4 D004 35 FGAS9S 7O0,0000660005 2416235 TCOEI9S00)
« Enabled miror features
* UID mi

Mirror offsets are not correct, since

e WE manually changed default values.

ing s enablec!

* Counter

ing is ensbled
* CMIAC mateage mirtot it enl
» NDEF message size: 67 by
» Payload length: 63 bytes

Figure 35. Check offset

» NOEF Fle Contral TLY;

£

CCFileInfo

£ CC file contents: 01000F 20010000FF206£1 040080000000

126 bytes

NOEF Payioad(HEY) Info

UKO26061626964 26636 FHDF 3F6D 19554944 30303030343 33335463641 35393537 38307930 301030363630
0303523331451 2313617433045 39393 343303030

4.16.3 Adopt offset values

Press ,NTAG
Operations®

Identiv CLOUD 3/00 F Contactiess Reader U >

JAMNIVITI
Press
,NTAG413DNA" 414G Opeciions |
Select ,NDEF

Application®

Press ,Select”

NTAG203 W NTAG21x | NTAG210u W NTAG213 TT | NTAGI2C  NTAGI2C Plus

Security Management
Security Management

Memory and Configure Management

Set configuration
File Management

Get/ Change File Settings Read NFC Counter

Note :15O File ID s used as selection parameter in place of ‘File Number for File
Mamagement and Data Management Commands.

D2760000850101 - ISO DF-Name of NDEF applicaton

E103 - 15O File id of CC File.

EL04 - 150 File il of NDEF File,

Get version

Figure 36. NTAG 413 DNA - Adopt offset values

Mirroring Features
2

150 Select
picC §) @ NDEF Application
CC File INDEF File

D2760000850100 - IS0 DF-Name of PICC
D2760000850101 - ISO DF-Mame of NDEF application
£103 - 1SO file id of CC file.

£104 - 15O file id of NDEF file.
e

Currently Selected App/File is: D2760000850101
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1. Press ,Get/Change
File Settings*®

2. Select File ,02* (NDEF
File) T,

Memory and Configure Management

Set configuration

File Management

NTAGHO, I NTRCZSTT NIK

Get version

Mirroring Features

vz B [tncenered > 124
Access Rights
Wite Access Key: 0E -

@ - mg.mssm

Only Key0x00 has access rights to
Change Settings. At first, We need

Read Access Key: 0 ~
=

boring

Note : ISO File 1D is used as selection parameter in place of ‘File NES
. Mamagement and Data Management Commands.

3. Press ,Get File

H 13
Settings

D2760000850101 - ISO DF-Name of NDEF application.
P OK*
4. Press,

E103 - ISO File id of CC File,
E104 - 1SO File id of NDEF File.

Data Management
IS0 7816-4 Support

Originality check

Originality Check

Figure 37. NTAG 413 DNA Review file settings

Read/Update Binary

autheNtitatioh Wit Mat key.

v SDM Read Counter v/ ASCII Encoding Mode

SDM Access Rights
SDM Meta Read Access Key: 0E ~
SDM File Read Access Key: 00 -
SDM Counter Ret Access Key: 0 -

Mirroring Offset Bytes (Integer):

VCUID Offset: SDM MAC Input Offset:
26 50

SDM NFC Counter offset: SDM MAC Offset:

41 50

Change File Settings

4.16.5 Authenticate

Press ,Security

Managementn NTAG210u

Security Management

NTAG213 TT NTAGI2C NTAGI2C Plus

Enter Key
(Default Key:
00..00)

Press
LJAuthenticate
First”

i
Memory and Configure Management

Set configuration Get version

File Management

Get/ Change File Settings Read NFC Counter

Note : 50 File ID is used as selection parameter in piace of ‘File Number for File
Mamagement and Data Management Commands.

D2760000850101 - SO DF-Name of NDEF application.

E103 - ISO File id of CC File.

104 - IS0 File i of NDEF File,

Data Management

Figure 38. Authenticate

Mirroring Features

¥ Authenticate

PICC Auth @ Application Auth
Key £0000000000000000000000000000000 g
Card Key No o0 -
PedCaps

Diversification

Input Key

Diversified Input

AuthenticateFirst ) Authenticate Non First

» Change Key

> Get Key version
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NTAGRC | NTAGI2C Plus

Get version

1. Enter previously recorded values for
UID Offset...

Counter Offset, ...

Mirroring Features

U2 -

Access Rights

Read Access Key: OF e
02 -
pring

Mac Input Offset

MAC Offset

(If MACInputOffset == MAC Offset,
the message to be signed will be
NULL; otherwise it will be the hex
values between MACInputOffset and
MACOffset-1)

Press ,Change File Settings®
Press OK

Read/Update Binary

Figure 39. Change file settings

| SDM Read Counter

SDM Access Rights

SDM Meta Read Access Key:
SDM File Read Access Key:

SDM Counter Ret Access Key:

Mirroring Offset Bytes (Integer):
VCUD Offset:
24
SDM NFC Counter offset:

a5
2

Enciphersa v

128

Write Access Key: 0E ~

Change Access Key: 0 v

v/ VCUID (for mirroring)

v ASCI Encoding Mode

[ R 4

0w -

SDM MAC Input Offset:

53
3
SDM MAC Offset:

53
4 =i=

Get File Setting
5

4.16.7 Check operation

1. Press Disconnect Tag®

Press ,Disconnect .
Reader”

Identiv CLOLD 3700 F Contactless Reader 0

@, Check NDEF

Tag IC Infos

Press ,Connect Reader”
Press ,Connect Tag*

Press ,NDEF
Operations*

NDEF Payioad Ino

2 &

CsEErER

Press ,Read NDEF*

DNA is configured!

Figure 40. NTAG 413 DNA - Check operation

Congratulations. NTAG 413

| I
:

R - vinetoe J & coenanioee @ cunge sure

cC-Filalnfo

0000F FO40ELC40080000000
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5 Reference documentation

UM11133

5.1

5.2

5.3

NXP provides several documents to support the development of customized antennas.

Data sheets

NXP provides the following data sheets:

* NTAG203F, NFC Forum Type 2 Tag compliant IC with 144 bytes user memory and
field detection; http://www.nxp.com/restricted_documents/53420/NTAG203F.pdf

e NTAG210_212, NFC Forum Type 2 Tag compliant IC with 48/128 bytes user memory;
http://www.nxp.com/documents/data_sheet/NTAG210_212.pdf

* NTAG213_215 216, NFC Forum Type 2 Tag compliant IC with 144/504/888 bytes user
memory http://www.nxp.com/documents/data_sheet/NTAG213_215_216.pdf

* NTAG213F_216F, NFC Forum Type 2 Tag compliant IC with 144/888 bytes
user memory and field detection http://www.nxp.com/documents/data_sheet/
NTAG213F_216F.pdf

* NT3H1101/NT3H1201, NTAG I?C - Energy harvesting NFC Forum Type 2 Tag with
field detection pin and I?C interface http://www.nxp.com/documents/data_sheet/
NT3H1101_1201.pdf

e NT3H2111/NT3H2211, NTAG I2C plus, NFC Forum Type 2 Tag compliant IC with I>C
interface http://www.nxp.com/documents/data_sheet/NT3H2111_2211.pdf

Application notes

NXP provides the following application notes:

* AN11141; NTAG203F, How to use the FD pin; http://www.nxp.com/documents/
application_note/AN11141.pdf

* AN11383, NTAG21x Field Detection and sleep mode feature http://www.nxp.com/
documents/application_note/AN11383.pdf

¢ AN11350; NTAG Originality Signature Validation; http://www.nxp.com/documents/
application_note/AN11350.pdf

ISO/IEC standards

1. ISO/IEC 10373-6:2011, Identification cards — Test methods — Part 6: Proximity
cards

2. ISO/IEC 14443-1:2008, Identification cards — Contactless integrated circuit cards —
Proximity cards — Part 1: Physical characteristics

3. ISO/IEC 14443-1:2008/Amd 1:2012, Additional PICC classes

4. ISO/IEC 14443-2:2010, Identification cards — Contactless integrated circuit cards —
Proximity cards — Part 2: Radio frequency power and signal interface

5. ISO/IEC 14443-2:2010/Amd 2:2012, Additional PICC classes

6. ISO/IEC 14443-3:2011, Identification cards — Contactless integrated circuit cards —
Proximity cards — Part 3: Initialization and anticollision

7. I1ISO/IEC 18092:2004, Information technology — Telecommunications and information
exchange between systems — Near Field Communication — Interface and Protocol
(NFCIP-1)

8. ISO/IEC 21481:2012, Information technology — Telecommunications and information
exchange between systems — Near Field Communication Interface and Protocol -2
(NFCIP-2)

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.

User manual
COMPANY PUBLIC

Rev. 1.0 — 20 June 2018
488210 25/28


http://www.nxp.com/restricted_documents/53420/NTAG203F.pdf
http://www.nxp.com/documents/short_data_sheet/NTAG203_SDS.pdf
http://www.nxp.com/documents/data_sheet/NTAG210_212.pdf
http://www.nxp.com/documents/data_sheet/NTAG213_215_216.pdf
http://www.nxp.com/documents/data_sheet/NTAG213F_216F.pdf
http://www.nxp.com/documents/data_sheet/NTAG213F_216F.pdf
http://www.nxp.com/documents/data_sheet/NT3H1101_1201.pdf
http://www.nxp.com/documents/data_sheet/NT3H1101_1201.pdf
http://www.nxp.com/documents/data_sheet/NT3H2111_2211.pdf
http://www.nxp.com/restricted_documents/53420/AN11141.pdf
http://www.nxp.com/restricted_documents/53420/AN11141.pdf
http://www.nxp.com/documents/application_note/AN11383.pdf
http://www.nxp.com/documents/application_note/AN11383.pdf
http://www.nxp.com/documents/application_note/AN11350.pdf
http://www.nxp.com/documents/application_note/AN11350.pdf

NXP Semiconductors

UM11133

6 Legal information

TagXplorer Quick start-up guide

6.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

6.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’'s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes

no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product

UM11133

All information provided in this document is subject to legal disclaimers.

design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
on any weakness or default in the customer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use
the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers
shall apply to the maximum extent permitted by applicable law, even if any
remedy fails of its essential purpose.

Translations — A non-English (translated) version of a document is for

reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

6.3 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.

NTAG — is a trademark of NXP B.V.
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